
 
 
 

   

 

Changes in Table of Commissions & Charges (in effect from 02/01/2024) 
 

Free online money transfers up to €5,000 

Service Description Current Fee Revised fee from 02/01/2024 
Online money transfers & 

execution of standing orders 
to other Banks1 

Retail Banking, Business 
Banking, and Corporate 

Banking customers 

Creation fee: 
 Amount ≤€1.000: Free of charge 

Amount >€1.000: 0,15% (€3,00 - €6,00) 

Creation fee1: 
 Amount ≤€5.000: Free of charge 

Amount >€5.000: 0,15% (€3,00 - €6,00) 

1Fee applies to online money transfers in Euro up to €50,000 to banks within Cyprus, European Union member states, as well as the United 
Kingdom, Norway, Iceland, Liechtenstein, Switzerland, Monaco, and San Marino. 

Changes to cash withdrawal & cash deposit fees 
Service Description Current Fee Revised fee from 02/01/2024 

Cash deposits 
(at Branch) 

Personal & joint accounts:   
€3,00 per deposit 

0.10% on transaction amount (min €3,00, max €20,00) 
€3,00 per deposit for customers over 65 years old  Corporate accounts: 

€3,00 per deposit 
First 3 deposits per month: Free of charge 

New fee €3,00 additional charge per deposit, when payment 
details are required 

ATM cash deposits are free of charge 

Cash withdrawals 
(at Branch) 

Withdrawal amount <€10.000:  
€3,00 (€2,00 for pensioners) 

Withdrawal amount ≥€10.000:  
€6,00 

0.15% on transaction amount (min €3,00, max €20,00) 
€2,00 per withdrawal for customers over 65 years old 

ATM cash withdrawals are free of charge. In addition, the daily cash withdrawal limit at ATMs is increased to €2,000 (from €1,000) 

Exchange / Deposit / 
Withdrawal of coins 

(at Branch) 

Maximum accepted deposit amount over the counter is amended from €200,00 to €100,00 

Withdrawal/ delivery of coins (service revision) 

 

For coin withdrawal/ delivery exceeding €100 in value, a 
package of 100 coins each, of the respective 

denomination, should be ordered in advance through 
telephone communication with the branch. 

 

Coin deposits over €100 are made through CASH360 machines 
Changes to cheque fees 

Service Description Current Fee Revised fee from 02/01/2024 

Common Chequebook 
Order (50 sheets) 

Branch: €40,00 Order through branch: 
Termination of service 

Order through Telephone Banking, Online Banking & 
ATM: 

€50,00 

Telephone Banking: €40,00 
Online Banking: €25,00 

ATM: €25,00 

Specific Chequebook Order 
€23 - €49 €28 - €69 

Depending on size, number of cheques, and colours 
Order of specific chequebooks is only available through branch  

Cheque deposits 
(at Branch) 

Physical Persons accounts:   
€3,00 per deposit 

Branch: 
€5,00 per deposit 

€3,00 per deposit for customers over 65 years old 
 

Deposits through ATM: 
Free for personal & joint accounts 

€2,00 per deposit for corporate accounts 

Corporate accounts: 
€3,00 per deposit 

First 3 deposits per month: Free of charge 

New fee €3,00 additional charge per deposit, when payment 
details are required 

Effective from 02/01/2024, the special presentation of cheques will be terminated 

Cheques cashed €2,00 per cheque 
0.15% on cheque amount (min €5,00, max €20,00)  
€2,00 per cheque for customers over 65 years old 



 
 
 

   

 

Return of checks due to 
insufficient funds  

(issuer's fee) 
€35,00 per cheque €40,00 per cheque 

Return of checks for other 
reasons (issuer's fee) €8,00 per cheque €10,00 per cheque 

Check deposited into a 
customer's account and 

returned unpaid by another 
bank, regardless of the 
reason (depositor's fee) 

€3,00 per cheque €5,00 per cheque 

Copies of cheques €3,00 per cheque €5,00 per cheque 
Repurchase of banker’s 

draft €7,00 €10,00 

Changes to card fees 
Service Description Current Fee Revised fee from 02/01/2024 

Annual fee for Blue Debit 
debit card (Visa, 

Mastercard) 
€5,00 / £4,50 / $6,00 €8,00 / £7,00 / $8,50 

Cash withdrawal from other 
banks' ATMs using a  

debit card 
Free through Hellenic Bank 

ATMs 

Cash withdrawals in Euro (and Swedish Crown)  
Using an Ocean debit card, or any card linked to a 

Basic or Savings account: 
Free of charge 

 
From debit cards linked to any other account: 

€2,50 / £2,50 / $3,00 
 

Cash withdrawals in foreign currency 
3.33% of the amount, with a minimum charge of 

€4,20 / £4,00 / $5,00  

Cash withdrawals in Euro (and Swedish Crown)  
Using an Ocean debit card, or any card linked to a Basic 

or Savings account: 
Free of charge 

 
From debit cards linked to any other account: 

€3,50 / £3,00 / $4,00 
 

Cash withdrawals in foreign currency 
3.33% of the amount, with a minimum charge of  

€5,00 / £4,50 / $5,50 

ATM withdrawals via  
credit card 

3,33% on the transaction amount,  
minimum charge of €4,20 

3,33% on the transaction amount,  
minimum charge of €5,00 

ATM withdrawals via  
prepaid card  
(Yellow card) 

Hellenic Bank ATMs: Free 
Other banks’ ATMs: €2,50 

Hellenic Bank ATMs: Free 
Other banks’ ATMs: €3,50 

Use of Priority Pass in 
airport lounges 

€24,00 per person per visit 
Free for Mastercard World Elite cardholders 

€28,00 per person per visit 
Free for Mastercard World Elite cardholders 

Deposit/ Transfer to prepaid 
cards 

(Yellow card) 

Free of charge 
Through Online Banking: Free 

Branch (over the counter): €5,00 per transaction 

Apart from the initial deposit, the minimum deposit amount of €30 per deposit will no longer be applicable. 

Other services 
Service Description Current Fee Revised fee from 02/01/2024 

Account Statement 
(Telephone Banking) 

Free of charge 
Free of charge, for statements of personal and joint 

accounts of online banking subscribers, for statement 
periods before March 2023 

Statement printing and 
mailing expenses 

Personal accounts:   
€2,00 per account statement 

€5,00 per account statement 
Corporate accounts: 

€5,00 per account statement 

Applies to customers who have Digital Banking access and wish to continue receive account statements by post 

Payment of service bills 
(at Branch) 

€2,00 per payment €5,00 per payment 
For payment of service bills over the counter (excluding utility bills) 
Payments of utility bills are only made through Online Banking 

  



 
 
 

   

 

Mortgage Amendment 
Consent Fee New fee 

€50,00  
For cases where the Land Registry Office requires the 

Bank's’s consent for mortgage-related changes, 
including mortgage releases or amendments, related to 

a property 

Update of customer data & 
customer review fee 

Retail Banking, Business 
Banking, and Corporate 

Banking customers 

New fee applies when customer data updates are 
made in person, specifically within the branch 

€30,00 per customer 
Free for customers over 65 years old 

No fee is applied when updating information through the 
Bank's online channels, or via phone through the Bank's 

centralised service 

Customer / Account 
Certificates 

Customer Profile, Account Balance: 
Branch: 

€2,00 per certificate 
Online Banking: 

Free 

Customer Profile, Account Balance: 
Branch: 

€3,00 per certificate 
Online Banking: 

Free 
Loan / Overdraft Interest: 

€3,00 per certificate 
Loan / Overdraft Interest: 

€5,00 per certificate 

Other Certificates: 
€5,00 per certificate 

Other Certificates: 
€10,00 per certificate 

Auditor’s Certificate 

Individuals: 
€20,00 per certificate 

Individuals: 
€30,00 per certificate 

Legal Entities: 
€50,00 per certificate 

Legal Entities: 
€75,00 per certificate 

Charge for every year a certificate is generated 

Issuance/ modification of  
immigration guarantees    

Guarantee amount: Bank 
fee: Bank fee: 

€800,00 - €900,00 €90,00 €110,00 
€500,00 - €799,00 €60,00 €80,00 
€300,00 - €499,00 €40,00 €60,00 

Changes to charges for International Business and Shipping Center customers 
Service Description Current Fee Revised fee from 02/01/2024 

Profile update/ Review fee 
Legal Entities: 
Min €350,00 

Legal Entities: 
Min €400,00 

Change of Account 
Management / Signatories €100,00 Also applicable for the change / amendment of 

authorized Online Banking users 

Internal money transfers 
(between Hellenic Bank 

accounts) 

Branch: 
 €5,00 

Online Banking: 
 Free of charge 

Branch: 
 €15,00 

Online Banking: 
 Amount ≤€5.000: Free of charge 

Amount >€5.000: €5,00 

Additional charge for money 
transfers  

over €800.000 

   €800.001 - €1.500.000: €150,00 
€1.500.001 - €2.500.000: €250,00 
€2.500.001 - €3.500.000: €350,00 
€3.500.001 - €4.500.000: €450,00 
                    ≥€4.500.001: €500,00 

€800.001 - €2.500.000: €200,00 
                 ≥€2.500.001: €500,00 

Annual profile  
adjustment fee 

New fee 

For all account types:  
The Bank may impose an additional annual fee when the 

activity of the account deviates from the declared 
economic profile during the year, as follows: 
- Individuals: Minimum annual fee of €150  

- Legal entities: Minimum annual fee of €300  

The Bank is entitled to apply higher charges when commonly agreed 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 
 

   

 

Changes in Basic Terms & Conditions of Use of Hellenic Bank Services  

Paragraph 
Number 

Revised content in effect from 02/01/2024 
(Changes are highlighted in blue colour) 

1.3.1 

(i) For natural persons, the acceptable identification documents are: 
(a) The identity card for Cypriot citizens and the identity card or passport for citizens of the European Union. 
[…] Citizens of the European Union residing in Cyprus for more than one (1) year, who have a Cypriot passport or identity card, are 
exempted from the above by presenting the particulars of such Cypriot passport or identity card. 
[…] It is noted that in the cases where the Customer is introduced by an Approved Associate, the Bank is obligated to arrange a personal 
meeting with the Customer or in the case of a legal person with the natural persons who are the ultimate beneficial owners of the shares 
of the legal person, or who exercise effective control on the legal person, or who have the ultimate responsibility of decision making and 
who manage the operations of the Customer (either by physical presence, or via internet but not by telephone) prior to the execution of 
any transaction to confirm the information and data which constitute the economic profile of the Customer. 
(b) The Bank reserves the right to request further documents and evidence to be presented to prove the identity of the Customer or to 
refuse to accept documents which for any reason are not considered as adequate. 

1.3.2 
The permanent address verification of a natural person who is a resident of Cyprus or the EU is made by the presentation of an original 
recent utility bill (such as an electricity, water supply, telephone land line utility bill) not older than six (6) months, which shall be in the 
name of Customer […] 

1.3.3 

Disclosure of Ultimate Beneficial Owners 
In the case of legal persons and Accounts in the name of third parties, the Customer shall be obliged to disclose the ultimate beneficial 
owners of the Account on the basis of the identification documents referred to physical persons above and where necessary the 
percentage of the shares belonging to each ultimate beneficial owner. 

1.3.4 

(b) If the Customer fails or refuses to present the required data and information for updating the identification data or in relation to any 
transactions as mentioned in sub paragraph (a) above, within a reasonable period of time, then the Bank reserves the right to suspend 
the operation and/or close the Customer’s Account and at the same time […] 
(d) It is provided that the Bank may carry out any action required for purposes of confirming the authenticity of the documents provided 
by the Customer in compliance with the current applicable legal and regulatory framework. In case the Bank identifies or has reasonable 
grounds to believe that the provided documents are false and/or falsified documents and/or the Customer attempted to fraud the Bank, 
the Bank reserves the right to report such incident and/or disclose any relevant information including details relevant to the Account to the 
police and/or such governmental or other authority deemed appropriate without obtaining the Customer’s consent for this according to the 
provisions of the General Regulation. 

1.5.1 

(c) if the execution thereof would lead the Bank to a breach of any legislation and/or Regulation and/or Directive and/or order of any 
competent authority or body, including and not limited to legal sanctions imposed by the United Nations and/or the European Union and/or 
the United States of America (Office of Foreign Assets Control – OFAC) and/or the United Kingdom; or  
(d) it is not included in the declared financial and transactional profile of the Customer; or  
(f) due to circumstances/events which the Bank, in its absolute discretion considers and/or considers urgent and/or of such nature or 
importance, whether they relate to matters of public/national interest or not, so as the Bank handles accordingly in its sole discretion such 
circumstances/events; or 

1.5.5 […] The RUB balances on the Coverage Accounts will be subject to the restrictions imposed from time to time by Russian laws, including 
currency and sanctions against Russia. […] 

1.6 Customer deposits and Withdrawals 

1.6.3 

The Bank reserves the right to refuse cash deposits or withdrawals at Bank branches, to/from accounts of natural persons, of an amount 
less than or greater than any amount the Bank decides from time to time in its absolute discretion, or in coins and deposits from third 
parties. The Bank also reserves the right to carry out transactions in foreign currency or issue cheques in foreign currency only at specific 
Bank branches as these are found on the Bank’s official website. It is provided that the Bank reserves the right to set or amend from time 
to time in its absolute discretion its procedures in relation to Customer deposits and/or withdrawals in compliance with the current legal 
and regulatory framework. 

1.6.5 
With reference to the deposits of any domestic or foreign cheques, the Bank may make the funds available in the Customer’s Account at 
a future date after the date of deposit, in order to carry out any check deemed necessary and to cover for the cases of cheques returned 
unpaid. […] 

1.6.6 

It is agreed that in case of a return of an unpaid cheque after its first presentation at the Bank: 
(a) for any reason, subject to subparagraph (b) below, the Bank will send the original cheque to its beneficiary - Customer via registered 
mail at such correspondence address as declared by the beneficiary – Customer to the Bank at that particular timing 
(b) due to a postdated cheque, provided that the date such cheque is returned unpaid after its first presentation at the Bank happens to 
be the same or is a later date than the date of its issue or due to lack or insufficiency of available funds of the cheque’s issuer, the Bank 
may within fifteen (15) days from the cheque’s first presentation, present it again for payment. In case the cheque is returned unpaid yet 
again for any reason whatsoever, it is agreed that the Bank shall send the original cheque to the beneficiary of such cheque by registered 
mail at such correspondence address as declared by the beneficiary – Customer at that particular timing. 

1.6.7 
It is provided that in case of change of correspondence address, the beneficiary – Customer must immediately notify the Bank and the 
Bank shall not bear any responsibility for the dispatch of the original returned cheque to the last known correspondence address of the 
beneficiary – Customer. 

1.6.8 It is further provided that the Bank is authorised to charge in each case, for each return of an unpaid cheque, such commission and fees 
as provided in the Table of Commissions and Charges as found on the Bank’s official website. 

2.1.3 "API" means the application programming interface, made available by the Bank to enable the Customer to access and/or to use the API 
Content/Services. 

2.1.4 "API Banking" means the use of the Bank’s services as stipulated in these Basic Terms, through the use of API Content/Services through 
one or more APIs. 

2.1.5 "API Content" means data and information made available by, and/or delivered through, a particular API; 
2.1.6 "API Content/Services" means API Content and/or API Services associated with an API; 
2.1.7 "API Services" means services and functions accessible through and/or performed by a particular API 

2.1.17 "Business ID" means the identification number which the Bank issues to the Online Banking User, to be used by the User together with 
the Online Banking Username and the Password to gain access to the Online Banking Business. […] 



 
 
 

   

 

2.1.39 
"Online Banking Username" means the identification number which the Bank issues to the Online Banking User, to gain access to the 
Online Banking Retail, to the Hellenic Bank Mobile App and to API Banking, in combination with the Password and in combination with 
the Business ID and the Password to gain access to the Online Banking Business and to API Banking. […] 

2.1.62 
"Strong Customer Authentication" means the verification, based on the use of two (2) or more elements from the Customer during 
Payment Transactions via Online Banking, of the Customer’s identity. Such verification can be achieved using such elements via SMS, 
email, Mobile App (using biometrics only), DigiPIN and Soft OTP. 

2.1.64 

"Third Party Providers (TPPs)" means the Payment Initiation Service Providers (PISPs) and/or the Account Information Service 
Providers (AISPs) and/or the Card Based Payment Instrument Issuers (CBPIIs), which, in each case, have been authorised or registered 
by the relevant competent national authority in the European Union in accordance with the Payment Services Law and/or other applicable 
legislation. 

3.5.1 Notice Accounts are Accounts which allow deposits and withdrawals. Withdrawals from a notice Account are allowed provided the 
Customer has given adequate notice to the Bank, where applicable, according to the notice period of his Account […] 

3.6.7 

Fixed deposit in Euro or in a currency other than Euro for periods up to one (1) year or for periods of more than one (1) year:  
(a) At each maturity of the fixed deposit, in accordance with the Customer’s instructions in Bank’s relevant documents and without prior 
notice to the Customer:  
(i) the fixed deposit will be renewed for the same period and with the same terms, with an interest rate determined in accordance with 
paragraph 1.8 above, and 
(ii) any credit interest attributable to the fixed deposit will be capitalized on the initial amount of the deposit or will be transferred into 
another account in the name of the Customer or in the name of a third person provided that the written consent of such person is obtained, 
unless before any expiry the Bank receives different instructions from the Customer or the Customer receives notice from the Bank by 
any means for change of the terms of the fixed deposit. 
(b) In the case where the Customer has given instructions, in the relevant documents of the Bank, for non-renewal of the fixed deposit at 
its expiry, then, without the prior notice to the Customer, the fixed deposit will not be renewed at its expiry and the initial amount of the 
fixed deposit together with any credit interest attributable to it, will be transferred, in accordance with Customer’s instructions, to another 
account in the name of the Customer or in the name of a third person, provided that the written consent of such person is obtained. The 
above will be followed unless before any expiry date of the fixed deposit, the Bank receives different instructions from the Customer, or 
the Customer received notice from the Bank by any means for change of the terms of the fixed deposit. 

4.1.1 

(b) By instructions through electronic systems, including Online Banking and the Commencement of Payment Service by the use of 
relevant personal/individualised data and/or security codes in each case, including Online Banking Username and Strong Customer 
Authentication, for instructions through Online Banking.  
(f) […] The consent in relation to the purchase of services and/or goods via other channels (for example the internet or via telephone or 
the post) is given with the filing/reference in each case of one (1) or more of the following data: 
(vi) Elements for Strong Customer Authentication 

4.4.1 […] In the case of real or suspected fraud or security threat, the Bank shall notify its Customers (as a group or personally, depending on 
the case) in any of the following ways: […] 

 
5.1.2 

(a) (v) depending on the case, as an Online Banking User has received the DigiPIN Device or other Payments Instrument of the Online 
Banking that the Bank may determine from time to time, including elements for Strong Customer Authentication. […] 
(b) (v) depending on the case, as Authorised User has received the DigiPIN Device or other Payments Instrument of the Online Banking, 
which the Bank may determine from time to time, including elements for Strong Customer Authentication. 

5.1.6 
The Bank shall be entitled to provide all information requested and to execute all instructions given through the Online Banking using the 
Online Banking Username, Business ID (where applicable), Password, Strong Customer Authentication, that the Authorised Online 
Banking User uses […] 

5.2.1 
The Bank undertakes to cover any losses incurred by the Account holder as a result of internet fraud, whereby the Account holder is 
proven a victim of unauthorised access to his Accounts through breach or lack of adequate security controls to the Bank’s infrastructure 
(physical or electronic), […] 

5.2.2 
The Account holder irrevocably authorises the Bank to accept any instructions by the Authorised User, given through the Online Banking 
with the Online Banking Username, Business ID (where applicable), Password and elements for Strong Customer Authentication or with 
the use of any other security procedures that the Bank may from time to time set in place. […] 

5.2.3 The Online Banking User must use the Online Banking, the Username, Business ID (where applicable), the Strong Customer 
Authentication, […] 

5.2.4 
The Bank can, for security reasons, and anytime it considers necessary, cancel the Online Banking Username and/or the Business ID 
and/or the Password and/or the Strong Customer Authentication and provide the Online Banking User with a new Online Banking 
Username and/or Business ID and/or Password and/or new elements for the Strong Customer Authentication. 

5.2.5 

(a) The Online Banking User must take all necessary precautions to prevent fraudulent use of the Username, the Password, the Business 
ID (where applicable), the elements which are used for Strong Customer Authentication and must never disclose the Password and the 
Online Banking Username to a third unauthorised person. The Online Banking User must at all times be aware that under no 
circumstances whatsoever will an employee of the Bank request him to disclose to him or anyone else his Password or the elements for 
Strong Customer Authentication. The Online Banking User must at all times take all necessary measures to protect and keep secret his 
means of access to the Online Banking as well as his Username, Business ID (where applicable), Password and elements for Strong 
Customer Authentication and must never write down the Online Banking Username, Business ID (where applicable), or Password in a 
way which could be revealed to anyone. The Online Banking User must, immediately upon receiving any notice from the Bank in relation 
to the Password, having first changed it to his own Password, destroy such notice. The Online Banking User must keep the elements for 
Strong Customer Authentication secure/confidential and under his control at all times and not allow their use by any non-authorised 
person. 
(d) The Online Banking User shall not write his Password on anything movable or connected with the Online Banking Username or the 
Strong Customer Authentication or in any other form that can be understood or otherwise be accessible to a third person. 
(e) The Online Banking User must ensure that he is accessing the Online Banking by checking the internet site’s digital security certificate 
(Secure Sockets Layer - SSL certificate). The Online Banking User may do so by clicking/selecting the padlock symbol displayed next to 
the address on the screen of his browser. The certificate should be checked to ensure it belongs to the Bank and has not expired or been 
revoked. 



 
 
 

   

 

(f) The Online Banking User must ensure that no monitoring programs run on his computer or any other electronic device, since in such 
case his Username, Business ID (where applicable), Password and the elements for Strong Customer Authentication may be detected or 
intercepted. 
(j) The Online Banking User must activate the security notifications offered by the Bank. 

5.2.6 

The Online Banking User will cooperate with the Bank and will provide the Bank with all the information that he knows about the 
circumstances under which the Online Banking Username and/or the Business ID and/or the Password and/or the elements for Strong 
Customer Authentication or a smart mobile device used to access Online Banking, were lost or stolen or exposed to abuse or misuse/ 
fraudulent use. 

5.2.7 

(a) The loss or theft of his Online Banking Username, Business ID (where applicable), Password, the elements for Strong Customer 
Authentication, or the smart mobile device used to access Online Banking or the fact that his access or means of access to the Online 
Banking or Online Banking Username, Business ID (where applicable), Password or the elements for Strong Customer Authentication or 
the smart mobile device used to access Online Banking may be subject to or exposed to abuse or misuse. 

5.2.10 
(c) deactivate access of any Payment Service Provider mentioned in paragraph (b) above, from Online Banking 
(d) […] 
(e) disable the Mobile App. 

5.2.16 In accordance with the provisions of paragraph 5.2.1 above, regardless of how the access to the Account holder's Account has been 
achieved, either with or without the use of the Password and the Strong Customer Authentication, […] 

5.2.20 […] to apply the same level of safety precautions in relation to the safekeeping and use of the temporary Card number as required in 
relation to the use of the Online Banking, Username, Password, elements for Strong Customer Authentication, […] 

5.2.24 

Where an Online Banking User consents to / authorises the Bank for the access of the TPP to his Payment Account/s and/or provision of 
Payment Services to the Online Banking User by the TPP and/or execution of Payment Transactions from Payment Account/s through 
API Banking, the Online Banking User will disclose data of his Payment Account/s and/or grant unrestricted access to the data of his 
Payment Account/s, without supervision by the Bank, for 180 days from the date such access was granted, in accordance with the 
provisions of the Payment Services Law and/or the relevant applicable directives/regulations. 

5.2.25 The Online Banking User may revoke his consent and/or authorisation provided to the Bank by informing the Bank through Online Banking 
or by contacting the TPP. 

5.2.26 

Where a Payment Service Provider issuing Card Payment Instruments (CBPII) provides an Online Banking User with a Card Payment 
Instrument linked to a Payment Account, the CBPII of the Card Payment Instrument may request confirmation from the Bank that the 
necessary amount for the execution of the Payment Transaction by card to the User’s Online Banking account is available. The Online 
Banking User agrees and accepts that the Bank may provide this confirmation through a “Yes” or “No” communication immediately in 
response to such a request. 

5.2.27 
It is provided the Online Banking User must take all the security measures contained in the Basic Terms, including those mentioned in 
paragraph 5.2.5. and not share the Username, Password, Business ID (where applicable) or the elements used for Strong Customer 
Authentication, with the TPP. 

5.2.28 It is further provided that above paragraphs also apply to joint Payment Accounts, for which relevant consent/authorisation will be provided 
to the Bank by any owner who has access to Online Banking. 

5.5.1 

The Bank may disallow/halt the use by the Online Banking User or require that the Online Banking User stops using the Online Banking, 
his Username and/or Business ID and/or his Password and/or the elements for Strong Customer Authentication and/or the temporary 
Card number (non-plastic Card) and/or the smart mobile device used to access Online Banking upon reasonable suspicion relating to: 
(a) the security of the Online Banking and/or the User’s Username and/or Business ID and/or Password and/or the elements for Strong 
Customer Authentication and/or the temporary Card number and/or the smart mobile device used to access Online Banking or 
(b) the unauthorised use of the Online Banking and/or the User’s Username and/or Business ID and/or Password and/or the elements for 
Strong Customer Authentication and/or the temporary Card number and/or the smart mobile device used to access Online Banking. 

5.5.2 The Bank shall inform the Account holder with regards to the fact that the User’s use of the Online Banking and/or the User’s Username 
and/or Business ID and/or Password and/or Strong Customer Authentication and/or […] 

5.8.1 
[…] using the Username, Business ID (where applicable), Password, Strong Customer Authentication or any other security code or device 
until the Bank receives written notice of such death or incapacity. It is provided that the Bank is not accountable and therefore not 
responsible for any such provision of information and/or execution of instructions, carried out before the receipt of such written notice. 

6.3.2 
The Bank will make available to the Cardholder monthly Account statements through Online Banking Retail. Where the Cardholder has 
not registered tο Online Banking or is not a User of Online Banking Retail and has requested to receive by post his monthly Account 
statement, then the Bank will provide it by post to the address declared by the Cardholder. […] 

6.5.1 […] through Online Banking, Mobile App or by telephone initially at the contact details referred to below. […] 

7.1.4 

[…] or from authorised signatory as this is determined in the application for opening of Account, or by the authorised representatives of 
the Customer as these are determined in the "Mandate to enable third party to operate the Account", or from the authorised representatives 
of the Customer as these are determined in a relevant power of attorney of the Customer or court order or court decision, until the receipt 
by the Bank of a court order or court decision, or Customer’s written instructions to the contrary. […] 
[…] Without prejudice of the above, for Accounts opened from the 1st of January 2024, the Customer will not be able to determine 
authorised respresentatives via the “Mandate to enable third party to operate the Account” or other document of the Bank. 
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	With reference to the deposits of any domestic or foreign cheques, the Bank may make the funds available in the Customer’s Account at a future date after the date of deposit, in order to carry out any check deemed necessary and to cover for the cases of cheques returned unpaid. […]
	It is provided that in case of change of correspondence address, the beneficiary – Customer must immediately notify the Bank and the Bank shall not bear any responsibility for the dispatch of the original returned cheque to the last known correspondence address of the beneficiary – Customer.
	It is further provided that the Bank is authorised to charge in each case, for each return of an unpaid cheque, such commission and fees as provided in the Table of Commissions and Charges as found on the Bank’s official website.
	"API" means the application programming interface, made available by the Bank to enable the Customer to access and/or to use the API Content/Services.
	"API Banking" means the use of the Bank’s services as stipulated in these Basic Terms, through the use of API Content/Services through one or more APIs.
	"API Content" means data and information made available by, and/or delivered through, a particular API;
	"API Content/Services" means API Content and/or API Services associated with an API;
	"API Services" means services and functions accessible through and/or performed by a particular API
	"Business ID" means the identification number which the Bank issues to the Online Banking User, to be used by the User together with the Online Banking Username and the Password to gain access to the Online Banking Business. […]
	"Online Banking Username" means the identification number which the Bank issues to the Online Banking User, to gain access to the Online Banking Retail, to the Hellenic Bank Mobile App and to API Banking, in combination with the Password and in combination with the Business ID and the Password to gain access to the Online Banking Business and to API Banking. […]
	"Strong Customer Authentication" means the verification, based on the use of two (2) or more elements from the Customer during Payment Transactions via Online Banking, of the Customer’s identity. Such verification can be achieved using such elements via SMS, email, Mobile App (using biometrics only), DigiPIN and Soft OTP.
	"Third Party Providers (TPPs)" means the Payment Initiation Service Providers (PISPs) and/or the Account Information Service Providers (AISPs) and/or the Card Based Payment Instrument Issuers (CBPIIs), which, in each case, have been authorised or registered by the relevant competent national authority in the European Union in accordance with the Payment Services Law and/or other applicable legislation.
	Notice Accounts are Accounts which allow deposits and withdrawals. Withdrawals from a notice Account are allowed provided the Customer has given adequate notice to the Bank, where applicable, according to the notice period of his Account […]
	Fixed deposit in Euro or in a currency other than Euro for periods up to one (1) year or for periods of more than one (1) year: 
	(a) At each maturity of the fixed deposit, in accordance with the Customer’s instructions in Bank’s relevant documents and without prior notice to the Customer: 
	(i) the fixed deposit will be renewed for the same period and with the same terms, with an interest rate determined in accordance with paragraph 1.8 above, and
	(ii) any credit interest attributable to the fixed deposit will be capitalized on the initial amount of the deposit or will be transferred into another account in the name of the Customer or in the name of a third person provided that the written consent of such person is obtained, unless before any expiry the Bank receives different instructions from the Customer or the Customer receives notice from the Bank by any means for change of the terms of the fixed deposit.
	(b) In the case where the Customer has given instructions, in the relevant documents of the Bank, for non-renewal of the fixed deposit at its expiry, then, without the prior notice to the Customer, the fixed deposit will not be renewed at its expiry and the initial amount of the fixed deposit together with any credit interest attributable to it, will be transferred, in accordance with Customer’s instructions, to another account in the name of the Customer or in the name of a third person, provided that the written consent of such person is obtained. The above will be followed unless before any expiry date of the fixed deposit, the Bank receives different instructions from the Customer, or the Customer received notice from the Bank by any means for change of the terms of the fixed deposit.
	[…] In the case of real or suspected fraud or security threat, the Bank shall notify its Customers (as a group or personally, depending on the case) in any of the following ways: […]
	(a) (v) depending on the case, as an Online Banking User has received the DigiPIN Device or other Payments Instrument of the Online Banking that the Bank may determine from time to time, including elements for Strong Customer Authentication. […]
	The Bank shall be entitled to provide all information requested and to execute all instructions given through the Online Banking using the Online Banking Username, Business ID (where applicable), Password, Strong Customer Authentication, that the Authorised Online Banking User uses […]
	The Bank undertakes to cover any losses incurred by the Account holder as a result of internet fraud, whereby the Account holder is proven a victim of unauthorised access to his Accounts through breach or lack of adequate security controls to the Bank’s infrastructure (physical or electronic), […]
	The Account holder irrevocably authorises the Bank to accept any instructions by the Authorised User, given through the Online Banking with the Online Banking Username, Business ID (where applicable), Password and elements for Strong Customer Authentication or with the use of any other security procedures that the Bank may from time to time set in place. […]
	The Online Banking User must use the Online Banking, the Username, Business ID (where applicable), the Strong Customer Authentication, […]
	The Bank can, for security reasons, and anytime it considers necessary, cancel the Online Banking Username and/or the Business ID and/or the Password and/or the Strong Customer Authentication and provide the Online Banking User with a new Online Banking Username and/or Business ID and/or Password and/or new elements for the Strong Customer Authentication.
	(a) The Online Banking User must take all necessary precautions to prevent fraudulent use of the Username, the Password, the Business ID (where applicable), the elements which are used for Strong Customer Authentication and must never disclose the Password and the Online Banking Username to a third unauthorised person. The Online Banking User must at all times be aware that under no circumstances whatsoever will an employee of the Bank request him to disclose to him or anyone else his Password or the elements for Strong Customer Authentication. The Online Banking User must at all times take all necessary measures to protect and keep secret his means of access to the Online Banking as well as his Username, Business ID (where applicable), Password and elements for Strong Customer Authentication and must never write down the Online Banking Username, Business ID (where applicable), or Password in a way which could be revealed to anyone. The Online Banking User must, immediately upon receiving any notice from the Bank in relation to the Password, having first changed it to his own Password, destroy such notice. The Online Banking User must keep the elements for Strong Customer Authentication secure/confidential and under his control at all times and not allow their use by any non-authorised person.
	The Online Banking User will cooperate with the Bank and will provide the Bank with all the information that he knows about the circumstances under which the Online Banking Username and/or the Business ID and/or the Password and/or the elements for Strong Customer Authentication or a smart mobile device used to access Online Banking, were lost or stolen or exposed to abuse or misuse/ fraudulent use.
	(a) The loss or theft of his Online Banking Username, Business ID (where applicable), Password, the elements for Strong Customer Authentication, or the smart mobile device used to access Online Banking or the fact that his access or means of access to the Online Banking or Online Banking Username, Business ID (where applicable), Password or the elements for Strong Customer Authentication or the smart mobile device used to access Online Banking may be subject to or exposed to abuse or misuse.
	(c) deactivate access of any Payment Service Provider mentioned in paragraph (b) above, from Online Banking
	(d) […]
	In accordance with the provisions of paragraph 5.2.1 above, regardless of how the access to the Account holder's Account has been achieved, either with or without the use of the Password and the Strong Customer Authentication, […]
	[…] to apply the same level of safety precautions in relation to the safekeeping and use of the temporary Card number as required in relation to the use of the Online Banking, Username, Password, elements for Strong Customer Authentication, […]
	Where an Online Banking User consents to / authorises the Bank for the access of the TPP to his Payment Account/s and/or provision of Payment Services to the Online Banking User by the TPP and/or execution of Payment Transactions from Payment Account/s through API Banking, the Online Banking User will disclose data of his Payment Account/s and/or grant unrestricted access to the data of his Payment Account/s, without supervision by the Bank, for 180 days from the date such access was granted, in accordance with the provisions of the Payment Services Law and/or the relevant applicable directives/regulations.
	The Online Banking User may revoke his consent and/or authorisation provided to the Bank by informing the Bank through Online Banking or by contacting the TPP.
	Where a Payment Service Provider issuing Card Payment Instruments (CBPII) provides an Online Banking User with a Card Payment Instrument linked to a Payment Account, the CBPII of the Card Payment Instrument may request confirmation from the Bank that the necessary amount for the execution of the Payment Transaction by card to the User’s Online Banking account is available. The Online Banking User agrees and accepts that the Bank may provide this confirmation through a “Yes” or “No” communication immediately in response to such a request.
	It is provided the Online Banking User must take all the security measures contained in the Basic Terms, including those mentioned in paragraph 5.2.5. and not share the Username, Password, Business ID (where applicable) or the elements used for Strong Customer Authentication, with the TPP.
	It is further provided that above paragraphs also apply to joint Payment Accounts, for which relevant consent/authorisation will be provided to the Bank by any owner who has access to Online Banking.
	The Bank may disallow/halt the use by the Online Banking User or require that the Online Banking User stops using the Online Banking, his Username and/or Business ID and/or his Password and/or the elements for Strong Customer Authentication and/or the temporary Card number (non-plastic Card) and/or the smart mobile device used to access Online Banking upon reasonable suspicion relating to:
	(a) the security of the Online Banking and/or the User’s Username and/or Business ID and/or Password and/or the elements for Strong Customer Authentication and/or the temporary Card number and/or the smart mobile device used to access Online Banking or
	(b) the unauthorised use of the Online Banking and/or the User’s Username and/or Business ID and/or Password and/or the elements for Strong Customer Authentication and/or the temporary Card number and/or the smart mobile device used to access Online Banking.
	The Bank shall inform the Account holder with regards to the fact that the User’s use of the Online Banking and/or the User’s Username and/or Business ID and/or Password and/or Strong Customer Authentication and/or […]
	[…] using the Username, Business ID (where applicable), Password, Strong Customer Authentication or any other security code or device until the Bank receives written notice of such death or incapacity. It is provided that the Bank is not accountable and therefore not responsible for any such provision of information and/or execution of instructions, carried out before the receipt of such written notice.
	The Bank will make available to the Cardholder monthly Account statements through Online Banking Retail. Where the Cardholder has not registered tο Online Banking or is not a User of Online Banking Retail and has requested to receive by post his monthly Account statement, then the Bank will provide it by post to the address declared by the Cardholder. […]
	[…] through Online Banking, Mobile App or by telephone initially at the contact details referred to below. […]
	[…] or from authorised signatory as this is determined in the application for opening of Account, or by the authorised representatives of the Customer as these are determined in the "Mandate to enable third party to operate the Account", or from the authorised representatives of the Customer as these are determined in a relevant power of attorney of the Customer or court order or court decision, until the receipt by the Bank of a court order or court decision, or Customer’s written instructions to the contrary. […]
	[…] Without prejudice of the above, for Accounts opened from the 1st of January 2024, the Customer will not be able to determine authorised respresentatives via the “Mandate to enable third party to operate the Account” or other document of the Bank.
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	(i) Για φυσικά πρόσωπα τα αποδεκτά έγγραφα ταυτοποίησης είναι:
	(α) Το δελτίο ταυτότητας για Κύπριους πολίτες και το δελτίο ταυτότητας ή το διαβατήριο για πολίτες της Ευρωπαϊκής Ένωσης.
	Η πιστοποίηση της μόνιμης διεύθυνσης φυσικού προσώπου κατοίκου Κύπρoυ ή ΕE γίνεται με την προσκόμιση πρωτότυπου πρόσφατου λογαριασμού οργανισμού κοινής ωφέλειας (utility bill, π.χ. ηλεκτρικού ρεύματος, νερού, σταθερής τηλεφωνίας) όχι πέραν των έξι (6) μηνών, ο οποίος δύναται να είναι σε ηλεκτρονική μορφή, στο όνομα του Πελάτη […]
	Αποκάλυψη Τελικών Πραγματικών Δικαιούχων
	Στις περιπτώσεις νομικών προσώπων και Λογαριασμών στο όνομα τρίτων προσώπων, ο Πελάτης υποχρεούται να αποκαλύψει τους τελικούς πραγματικούς δικαιούχους του Λογαριασμού με βάση τα έγγραφα που αναφέρονται σε φυσικά πρόσωπα πιο πάνω και στις περιπτώσεις που απαιτείται το ποσοστό του μεριδίου που ανήκει στον κάθε τελικό πραγματικό δικαιούχο.
	Αναφορικά με τις καταθέσεις οποιωνδήποτε επιταγών, τόσο εσωτερικού όσο και εξωτερικού, η Τράπεζα δύναται να καθιστά διαθέσιμα τα ποσά στον Λογαριασμό του Πελάτη σε μεταγενέστερες ημερομηνίες από την ημερομηνία κατάθεσης, έτσι ώστε να διενεργεί οποιονδήποτε έλεγχο τυχόν χρειάζεται καθώς και να καλύπτει τις περιπτώσεις επιστροφής απλήρωτων επιταγών. […]
	Νοείται ότι, σε περίπτωση αλλαγής διεύθυνσης, ο δικαιούχος - Πελάτης της επιταγής πρέπει να ενημερώσει αμέσως την Τράπεζα και η Τράπεζα δεν θα φέρει οποιανδήποτε ευθύνη για την αποστολή πρωτότυπης επιστραφόμενης επιταγής στην τελευταία γνωστή διεύθυνση αλληλογραφίας του δικαιούχου - Πελάτη.
	Νοείται περαιτέρω ότι η Τράπεζα εξουσιοδοτείται να χρεώνει, κατά περίπτωση, προμήθειες και χρεώσεις ως αναγράφονται στον Κατάλογο Δικαιωμάτων και Χρεώσεων που βρίσκεται αναρτημένος στην επίσημη ιστοσελίδα της Τράπεζας, για κάθε επιστροφή απλήρωτης επιταγής.
	[…] Τα εκάστοτε επιτόκια επί Λογαριασμών σε πίστωση περιλαμβάνονται στον Κατάλογο Καταθετικών Επιτοκίων, ο οποίος είναι αναρτημένος στην επίσημη ιστοσελίδα της Τράπεζας.
	«Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη (Strong Customer Authentication)» σημαίνει την εξακρίβωση, με βάση τη χρήση δύο (2) ή περισσότερων στοιχείων από τον Πελάτη κατά τις Πράξεις Πληρωμών μέσω Online Banking, της ταυτότητας του Πελάτη. Τέτοια εξακρίβωση μπορεί να επιτευχθεί με τη χρήση τέτοιων στοιχείων μέσω SMS, email, Mobile App (με χρήση βιομετρικών δεδομένων μόνο), Κωδικού DigiPIN και Soft OTP.
	«Όνομα Χρήστη Online Banking» σημαίνει τον αριθμό αναγνώρισης που η Τράπεζα εκδίδει στον Χρήστη Online Banking για να αποκτά πρόσβαση στο Online Banking Retail, στο Hellenic Bank Mobile App και στο API Banking, σε συνδυασμό με τον Κωδικό Πρόσβασης και σε συνδυασμό με το Business ID και τον Κωδικό Πρόσβασης για πρόσβαση στο Online Banking Business και στο API Banking. […]
	«Περιεχόμενο API» σημαίνει δεδομένα και πληροφορίες που διατίθενται από και/ή παραδίδονται μέσω ενός συγκεκριμένου API.
	«Περιεχόμενο/Υπηρεσίες API» σημαίνει Περιεχόμενο API και/ή Υπηρεσίες API που σχετίζονται με ένα API.
	«Τρίτοι Πάροχοι ή Third Party Providers (TPPs)» σημαίνει τους Παρόχους Υπηρεσίας Έναρξης Πληρωμών (Payment Initiation Service Providers - PISPs) και/ή Παρόχους Υπηρεσίας Πληροφοριών Λογαριασμών (Account Information Service Providers - AISPs) και/ή τους Παρόχους Υπηρεσιών Πληρωμών που εκδίδουν Μέσα Πληρωμών με κάρτα (Card Based Payment Instrument Issuers - CBPIIs), οι οποίοι, σε κάθε περίπτωση, έχουν εξουσιοδοτηθεί ή εγγραφεί από τη σχετική αρμόδια εθνική αρχή στην Ευρωπαϊκή Ένωση σύμφωνα με τον Περί Υπηρεσιών Πληρωμών Νόμο και/ή άλλη εφαρμοστέα νομοθεσία.
	«Υπηρεσίες API» σημαίνει υπηρεσίες και λειτουργίες προσβάσιμες μέσω και/ή που εκτελούνται από ένα συγκεκριμένο API.
	«API» σημαίνει τη διεπαφή προγραμματισμού εφαρμογών, που διατίθεται από την Τράπεζα για να επιτρέπει στον Πελάτη πρόσβαση και/ή χρήση του Περιεχομένου/Υπηρεσιών API.
	«API Banking» σημαίνει τη χρήση των υπηρεσιών της Τράπεζας ως ορίζεται τους παρόντες Βασικούς Όρους, μέσω της χρήσης Περιεχομένου/Υπηρεσιών API μέσω ενός ή περισσότερων API.
	«Business ID» σημαίνει τον αριθμό αναγνώρισης που εκδίδει η Τράπεζα στον Χρήστη Online Banking για να αποκτά πρόσβαση στο Online Banking Business, σε συνδυασμό με το Όνομα Χρήστη Online Banking και τον Κωδικό Πρόσβασης. […]
	Κατάθεση προθεσμίας σε Ευρώ ή σε νόμισμα άλλο από Ευρώ για περίοδο μέχρι ενός (1) έτους ή για περίοδο πέραν του ενός (1) έτους:
	(α) Σε κάθε λήξη της κατάθεσης προθεσμίας, σύμφωνα με τις οδηγίες του Πελάτη στα σχετικά έντυπα της Τράπεζας και χωρίς την
	εκ των προτέρων ενημέρωση του Πελάτη:
	(i) η κατάθεση προθεσμίας θα ανανεώνεται για την ίδια χρονική περίοδο και με τους ίδιους όρους, με το εκάστοτε επιτόκιο όπως αυτό καθορίζεται στην παράγραφο 1.8 πιο πάνω, και
	(ii) τυχόν πιστωτικοί τόκοι που αναλογούν στην κατάθεση προθεσμίας, θα κεφαλοποιούνται στο αρχικό ποσό της κατάθεσης ή θα μεταφέρονται σε άλλο λογαριασμό επ’ ονόματι του Πελάτη ή επ’ ονόματι τρίτου προσώπου νοουμένου ότι ληφθεί η γραπτή συγκατάθεση τέτοιου προσώπου,εκτός αν πριν από οποιανδήποτε λήξη η Τράπεζα λάβει διαφορετικές οδηγίες από τον Πελάτη ή ο Πελάτης λάβει ειδοποίηση από την Τράπεζα με οποιονδήποτε τρόπο για αλλαγή των όρων της κατάθεσης προθεσμίας.
	(β) Σε περίπτωση που ο Πελάτης έχει δώσει οδηγίες, στα σχετικά έντυπα της Τράπεζας, για μη ανανέωση της κατάθεσης 
	προθεσμίας κατά τη λήξη της, τότε, χωρίς την εκ των προτέρων ενημέρωση του Πελάτη, η κατάθεση προθεσμίας δεν ανανεώνεται 
	κατά τη λήξη της και το αρχικό ποσό της κατάθεσης προθεσμίας μαζί με τυχόν πιστωτικούς τόκους που αναλογούν σε αυτή, θα 
	μεταφέρονται, βάσει των οδηγιών του Πελάτη, σε άλλο λογαριασμό επ’ ονόματι του Πελάτη ή επ’ ονόματι τρίτου προσώπου 
	νοουμένου ότι ληφθεί η γραπτή συγκατάθεση τέτοιου προσώπου. Τα πιο πάνω θα ακολουθούνται εκτός αν πριν από τη λήξη 
	της κατάθεσης προθεσμίας, η Τράπεζα λάβει διαφορετικές οδηγίες από τον Πελάτη ή ο Πελάτης λάβει ειδοποίηση από την 
	Τράπεζα με οποιονδήποτε τρόπο για αλλαγή των όρων της κατάθεσης προθεσμίας.
	(β) Με οδηγίες μέσω ηλεκτρονικών συστημάτων, περιλαμβανομένου του Online Banking και Υπηρεσίας Εκκίνησης Πληρωμής με τη χρήση ανάλογων προσωπικών/εξατομικευμένων στοιχείων και/ή κωδικών ασφάλειας σε κάθε περίπτωση, περιλαμβανομένων Ονόματος Χρήστη Online Banking και Αυστηρής Εξακρίβωσης Ταυτότητας Πελάτη για οδηγίες μέσω Online Banking.
	[…] Σε περίπτωση πραγματικής ή εικαζόμενης απάτης ή απειλής της ασφάλειας, η Τράπεζα θα ειδοποιεί τους Πελάτες (μαζικά ή προσωπικά, αναλόγως της περίπτωσης) με οποιονδήποτε/οποιουσδήποτε από τους εξής τρόπους: […]
	(α) (v) ανάλογα με την περίπτωση, ως Χρήστης Online Banking έχει λάβει Συσκευή DigiPIN, ή άλλο Μέσο Πληρωμών του Online Banking που η Τράπεζα δύναται να καθορίσει από καιρό σε καιρό, περιλαμβανομένων στοιχείων για την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη. […]
	Η Τράπεζα θα δικαιούται να παρέχει όλες τις πληροφορίες που ζητούνται και να εκτελεί όλες τις εντολές που δίνονται μέσω του Online Banking με τη χρήση του Ονόματος Χρήστη Online Banking, του Business ID (όπου ισχύει), του Κωδικού Πρόσβασης, της Αυστηρής Εξακρίβωσης Ταυτότητας Πελάτη, που χρησιμοποιεί ο Εξουσιοδοτημένος Χρήστης Online Banking […]
	Η Τράπεζα αναλαμβάνει να καλύψει οποιεσδήποτε ζημίες δυνατό να υποστεί ο κάτοχος Λογαριασμού ως αποτέλεσμα απάτης στο διαδίκτυο, όπου ο κάτοχος Λογαριασμού είναι αποδεδειγμένα θύμα μη εξουσιοδοτημένης πρόσβασης στους Λογαριασμούς του λόγω παραβίασης ή έλλειψης επαρκών ελέγχων ασφάλειας στις υποδομές της Τράπεζας (φυσικές και ηλεκτρονικές), […]
	Ο κάτοχος Λογαριασμού αμετάκλητα εξουσιοδοτεί την Τράπεζα να αποδέχεται οποιεσδήποτε οδηγίες από Εξουσιοδοτημένο Χρήστη, οι οποίες δίδονται μέσω του Online Banking με το Όνομα Χρήστη Online Banking, το Business ID (όπου ισχύει), τον Κωδικό Πρόσβασης και τα στοιχεία για την Αυστηρή Εξακρίβωσης Ταυτότητας Πελάτη ή με χρήση οποιωνδήποτε άλλων διαδικασιών ασφάλειας όπως η Τράπεζα ήθελε από καιρό σε καιρό καθιερώσει. […]
	Ο Χρήστης Online Banking πρέπει να χρησιμοποιεί το Online Banking, τον Κωδικό Πρόσβασης, το Business ID (όπου ισχύει), την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη, […]
	Η Τράπεζα μπορεί, για λόγους ασφάλειας, και οποτεδήποτε θεωρεί αναγκαίο, να ακυρώσει το Όνομα Χρήστη Online Banking και/ή το Business ID και/ή τον Κωδικό Πρόσβασης και/ή την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη και να παρέχει στον Χρήστη Online Banking νέο Όνομα Χρήστη Online Banking και/ή Business ID και/ή Κωδικό Πρόσβασης και/ή νέα στοιχεία για την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη.
	(α) Ο Χρήστης Online Banking πρέπει να λαμβάνει όλα τα απαραίτητα μέτρα για την ασφαλή φύλαξη και για παρεμπόδιση της δόλιας χρήσης του Ονόματος Χρήστη, του Κωδικού Πρόσβασης, του Business ID (όπου ισχύει) και των στοιχείων που χρησιμοποιούνται για την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη και δεν πρέπει να αποκαλύπτει ποτέ τον Κωδικό Πρόσβασης και το Όνομα Χρήστη Online Banking σε τρίτο μη-εξουσιοδοτημένο πρόσωπο. Ο Χρήστης Online Banking πρέπει να γνωρίζει πάντοτε ότι ουδέποτε υπό οποιεσδήποτε συνθήκες υπάλληλος της Τράπεζας θα του ζητήσει να αποκαλύψει σε αυτόν ή σε οποιονδήποτε άλλο τον Κωδικό Πρόσβασης, ή τα στοιχεία για την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη. Ο Χρήστης Online Banking πρέπει να λαμβάνει πάντοτε όλα τα απαραίτητα μέτρα για να προστατεύει και να διατηρεί μυστικά τα μέσα πρόσβασης στην υπηρεσία Online Banking καθώς και το Όνομα Χρήστη, τον Κωδικό Πρόσβασης, το Business ID (όπου ισχύει) και τα στοιχεία για την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη και […]. Ο Χρήστης Online Banking πρέπει να διατηρήσει τα στοιχεία για την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη ασφαλή/απόρρητα και υπό τον έλεγχο του ανά πάσα στιγμή και να μην επιτρέψει τη χρήση τους από οποιοδήποτε μη-εξουσιοδοτημένο πρόσωπο.
	Ο Χρήστης Online Banking θα συνεργάζεται με την Τράπεζα και θα δίνει στην Τράπεζα όλες τις πληροφορίες που γνωρίζει σχετικά με τις περιστάσεις κάτω από τις οποίες ο Κωδικός Πρόσβασης και/ή το Όνομα Χρήστη Online Banking και/ή το Business ID και/ή τα στοιχεία για την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη ή έξυπνη κινητή συσκευή που χρησιμοποιούνται για πρόσβαση στο Online Banking χάθηκαν ή κλάπηκαν ή εκτέθηκαν σε κατάχρηση ή κακή/δόλια χρήση.
	(α) Την απώλεια ή κλοπή του Κωδικού Πρόσβασης, του Ονόματος Χρήστη Online Banking, του Business ID (όπου ισχύει), των στοιχείων για την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη ή της έξυπνης κινητής συσκευής που χρησιμοποιεί για πρόσβαση στο Online Banking ή του γεγονότος ότι η πρόσβασή του ή το μέσο πρόσβασής του στο Online Banking ή ο Κωδικός Πρόσβασης, το Όνομα Χρήστη Online Banking, το Business ID (όπου ισχύει), τα στοιχεία για την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη ή η έξυπνη κινητή συσκευή που χρησιμοποιεί για πρόσβαση στο Online Banking μπορεί να υπόκειται ή εκτίθεται σε κατάχρηση ή κακή χρήση.
	(γ) απενεργοποιήσει την πρόσβαση οποιουδήποτε Παρόχου Υπηρεσιών Πληρωμών που αναφέρεται στην παράγραφο (β) πιο πάνω, από το Online Banking
	Τηρουμένων των προνοιών της παραγράφου 5.2.1 πιο πάνω, ασχέτως του τρόπου που επιτεύχθηκε η πρόσβαση στον Λογαριασμό του κατόχου Λογαριασμού είτε με ή χωρίς τη χρήση του Ονόματος Χρήστη, του Κωδικού Πρόσβασης, ή της Αυστηρής Εξακρίβωσης Ταυτότητας Πελάτη, […]
	[…] να εφαρμόσει το ίδιο επίπεδο μέτρων ασφάλειας σε σχέση με την ασφαλή φύλαξη και χρήση του προσωρινού αριθμού Κάρτας όπως απαιτείται για τη χρήση της υπηρεσίας Online Banking, του Ονόματος Χρήστη, του Κωδικού Πρόσβασης, των στοιχείων για την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη […]
	Όπου Χρήστης Online Banking συναινεί στην / δίδει εξουσιοδότηση προς την Τράπεζα, για την πρόσβαση του TPP σε Λογαριασμό/ούς Πληρωμών του και/ή παροχή από TPP στον Χρήστη Online Banking Υπηρεσιών Πληρωμών και/ή εκτέλεση Πράξεων Πληρωμών από Λογαριασμό/ούς Πληρωμών του μέσω του API Banking, ο Χρήστης Online Banking αναγνωρίζει και αποδέχεται ότι η Τράπεζα θα αποκαλύπτει δεδομένα του/των Λογαριασμού/ών Πληρωμών του και/ή θα παραχωρήσει απεριόριστη πρόσβαση στα δεδομένα του/των Λογαριασμού/ών Πληρωμών του, χωρίς επίβλεψη από την Τράπεζα, για 180 ημέρες από την ημερομηνία που χορηγήθηκε τέτοια πρόσβαση, σύμφωνα με τις πρόνοιες του περί Υπηρεσιών Πληρωμών Νόμου και/ή των σχετικών εφαρμοστέων οδηγιών/κανονισμών.
	Ο Χρήστης Online Banking μπορεί να ανακαλέσει τη συναίνεση και/ή εξουσιοδότηση που έδωσε προς την Τράπεζα, ενημερώνοντας την Τράπεζα μέσω του Online Banking ή επικοινωνώντας με τον TPP.
	Όπου Πάροχος Υπηρεσιών Πληρωμών που εκδίδει Μέσα Πληρωμών με κάρτα (CBPII) παρέχει σε Χρήστη Online Banking Μέσο Πληρωμής με κάρτα που συνδέεται με Λογαριασμό Πληρωμών, ο CBPII του Μέσου Πληρωμής με κάρτα δύναται να ζητήσει επιβεβαίωση από την Τράπεζα ότι είναι διαθέσιμο το απαραίτητο ποσό για εκτέλεση της Πράξης Πληρωμής με κάρτα στον Λογαριασμό του Χρήστη Online Banking. Ο Χρήστης Online Banking συμφωνεί και αποδέχεται ότι η Τράπεζα δύναται να παρέχει αυτή την επιβεβαίωση μέσω μίας επικοινωνίας «Ναι» ή «Όχι» αμέσως σε ανταπόκριση τέτοιου αιτήματος.
	Νοείται ότι ο Χρήστης Online Banking οφείλει να λαμβάνει όλα τα μέτρα ασφάλειας τα οποία περιέχονται στους Βασικούς Όρους, περιλαμβανομένων αυτών που αναφέρονται στην παράγραφο 5.2.5. και να μην κοινοποιεί το Όνομα Χρήστη, τον Κωδικό Πρόσβασης, το Business ID (όπου ισχύει) ή τα στοιχεία που χρησιμοποιούνται για την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη, στον TPP.
	Νοείται περαιτέρω, ότι οι ως άνω παράγραφοι εφαρμόζονται και σε κοινούς Λογαριασμούς Πληρωμών, για τους οποίους σχετική συναίνεση/εξουσιοδότηση θα παρέχεται στην Τράπεζα από οποιονδήποτε κάτοχο ο οποίος έχει πρόσβαση στο Online Banking.
	Η Τράπεζα μπορεί να σταματήσει να επιτρέπει / σταματήσει τη χρήση από Χρήστη Online Banking ή να απαιτήσει όπως ο Χρήστης Online Banking σταματήσει να χρησιμοποιεί το Online Banking, το Όνομα Χρήστη του, και/ή το Business ID, και/ή τον Κωδικό Πρόσβασης του, και/ή τα στοιχεία για την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη, και/ή τον προσωρινό αριθμό Κάρτας (μη-πλαστική Κάρτα) και/ή την έξυπνη κινητή συσκευή που χρησιμοποιείται για πρόσβαση στο Online Banking αν έχει εύλογες υποψίες οι οποίες σχετίζονται με:
	(α) την ασφάλεια του Online Banking, του Ονόματος Χρήστη του, και/ή του Business ID, και/ή του Κωδικού Πρόσβασης του, και/ή των στοιχείων για την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη, και/ή […] ή
	(β) τη μη εξουσιοδοτημένη χρήση Online Banking, του Ονόματος Χρήστη του, και/ή του Business ID, και/ή του Κωδικού Πρόσβασης του, και/ή των στοιχείων για την Αυστηρή Εξακρίβωση Ταυτότητας Πελάτη, και/ή του προσωρινού αριθμού Κάρτας και/ή της έξυπνης κινητής συσκευής που χρησιμοποιείται για πρόσβαση στο Online Banking.
	Η Τράπεζα θα ενημερώνει τον κάτοχο Λογαριασμού σχετικά με το γεγονός ότι η χρήση του Χρήστη του Online Banking και/ή του Ονόματος Χρήστη, και/ή του Κωδικού Πρόσβασης, και/ή του Business ID, και/ή της Αυστηρής Εξακρίβωση Ταυτότητας Πελάτη και/ή […]
	[…] του Κωδικού Πρόσβασης, της Αυστηρής Εξακρίβωσης Ταυτότητας Πελάτη, μέχρις ότου η Τράπεζα λάβει γραπτή ειδοποίηση τέτοιου θανάτου ή ανικανότητας. Νοείται ότι η Τράπεζα δεν είναι υπόλογος και ως εκ τούτου δεν φέρει ευθύνη για οποιανδήποτε τέτοιαν παροχή πληροφοριών και/ή εκτέλεση εντολών, που πραγματοποιήθηκε πριν τη λήψη τέτοιας γραπτής ειδοποίησης.
	Η Τράπεζα θα διαθέτει τη μηνιαία κατάσταση Λογαριασμού στον Κάτοχο Κάρτας μέσω του Online Banking Retail. Εάν ο Κάτοχος Κάρτας δεν έχει εγγραφεί στο Online Banking ή δεν είναι Χρήστης του Online Banking Retail και ζήτησε να παραλαμβάνει ταχυδρομικώς τη μηνιαία κατάσταση Λογαριασμού του, τότε η Τράπεζα θα την αποστέλλει ταχυδρομικώς στη δηλωθείσα από τον Κάτοχο Κάρτας διεύθυνση. […]
	[…] είτε από τους εξουσιοδοτημένους αντιπροσώπους του Πελάτη όπως αυτοί καθορίζονται σε πληρεξούσιο του Πελάτη ή διάταγμα ή απόφαση δικαστηρίου, μέχρι την αποστολή στην Τράπεζα διατάγματος ή απόφασης δικαστηρίου, ή γραπτών οδηγιών από τον Πελάτη,περί του αντιθέτου. […]
	[…] Χωρίς επηρεασμό των πιο πάνω, για Λογαριασμούς που ανοίγονται από την 1η Ιανουαρίου 2024, ο Πελάτης δεν θα μπορεί να καθορίζει εξουσιοδοτημένους αντιπροσώπους μέσω της «Εντολής για εξουσιοδότηση τρίτου ατόμου να χειρίζεται τον Λογαριασμό» ή άλλου εγγράφου της Τράπεζας.



